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ABSTRACT

School transportation services in South Asia continue to experience elevated safety risks
and operational losses due to slow emergency response, inefficient fixed-route planning,
and the absence of reliable, real-time occupancy verification. This dissertation presents
the design and prototyping of a Smart School Bus Management System (SSBMS), an
integrated cyber-physical platform intended to improve passenger safety, route efficiency,
and data privacy. Methodologically, SSBMS is developed around three interoperable
subsystems. (1) A Context-Aware Automated Emergency Egress System (CA-AEES) uses
multi-modal sensor fusion to detect thermal, chemical, and hydrostatic hazards. Door
actuation is governed by a Dual-Verification Kinematic and Perimeter Interlock, which
permits deployment only when the vehicle is confirmed at absolute zero velocity using
Hall-effect sensing and GPS telemetry, and when external conditions are safe. (2) An
Attendance-Driven Dynamic Routing (ADDR) engine reduces unnecessary travel by
pruning directed-graph routes using guardian-reported attendance predictions, thereby
removing “ghost stops.” To improve passenger comfort and vehicle longevity, routing
costs incorporate an International Roughness Index (IRI) penalty estimated from
accelerometer telemetry. (3) An edge-based biometric attendance module performs on-
device face recognition using a parameter-efficient MobileFaceNet model fine-tuned with
an ArcFace loss, transmitting only pseudonymized, AES-256 encrypted attendance
outputs to support privacy compliance under Sri Lanka’s PDPA.Prototype tests
demonstrate an emergency egress deployment latency below 300 ms, an 11.4% reduction
in aggregate route length under dynamic routing, and 97.3% identification accuracy for
the edge biometric module. The results indicate that SSBMS can measurably improve
emergency readiness and operational efficiency without centralizing sensitive biometric
data. Future work is recommended to include extended field trials across varied road and
weather conditions, larger demographic model validation, and hardware ruggedization for
long-term deployment.

Keywords: School bus safety, emergency egress, dynamic routing, edge Al, privacy-
preserving attendance
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1. INTRODUCTION

School transportation is a fundamental infrastructural pillar that thousands of students in
Sri Lanka rely upon daily. However, ensuring the absolute physical safety and logistical
efficiency of this demographic remains a severe and persistent public health challenge
across South Asian nations [1]. According to the World Health Organization (WHO), road
traffic injuries are a leading cause of mortality, and Sri Lanka records a disproportionately
high annual road-accident fatality rate relative to its vehicle population density. The tragic
Kotmale bus accident in May 2025, which resulted in multiple fatalities involving school-
aged passengers, starkly exemplifies the catastrophic consequences of infrastructural
vulnerabilities and operational deficiencies within the existing transport ecosystem [2].

Currently, the regulatory framework governing school transportation in Sri Lanka relies
heavily on semi-annual vehicle inspections, speed governors, rudimentary GPS tracking,
and the visual standardization of the "School Bus Yellow" color [3]. While these are
necessary steps, they are fundamentally reactive and compliance driven. Much like
treating the symptoms of a disease rather than its root cause, these prevailing frameworks
fail to proactively intervene during active crisis events. For instance, in the critical
moments of a vehicle rollover or submersion, the manual operation of emergency doors
becomes effectively impossible within the first 90 seconds due to structural jamming or
hydraulic pressure [4]. The lack of autonomous hazard response mechanisms turns
survivable accidents into preventable fatalities.

Beyond the immediate concerns of physical safety, the conventional school transportation
ecosystem suffers from severe economic and logistical inefficiencies. A major operational
drawback is the reliance on static enrollment manifests. Drivers are forced to navigate to
every registered student's bus stop, regardless of whether the student is attending school
on that specific day. This phenomenon, known as the "ghost stop" problem, causes private
school bus operators to waste thousands of rupees (up to 10,000 LKR daily) on
unnecessary diesel consumption [5]. Furthermore, navigating these redundant routes over
poorly maintained roads accelerates mechanical wear and tear on the vehicle chassis.
Consequently, operators face continuous financial strain, while parents experience anxiety
due to the lack of real-time, verified tracking of their children's boarding status.

Cyber-physical systems (CPS), Edge-Artificial Intelligence, and Internet of Things (IoT)
technologies provide highly promising results for the automation and optimization of
vehicular networks. Integrating sensor fusion architectures and dynamic routing
algorithms is crucial for modernizing fleet logistics and emergency response [6].



However, the successful implementation of these technologies in the Sri Lankan context
faces major hurdles. Relying on traditional manual attendance logs fails to provide secure
and real-time occupancy data. Furthermore, while advanced facial recognition offers
precise biometric verification, transmitting the sensitive biological data of minors to
external cloud servers directly violates Sri Lanka’s Personal Data Protection Act (PDPA)
No. 9 of 2022 [7].

Furthermore, while global research [8]- [11] provides various algorithmic solutions for
the School Bus Routing Problem (SBRP), these existing applications are largely based on
foreign traffic models that assume perfect road conditions and do not account for day-to-
day dynamic student absences. Additionally, introducing basic automated doors without
deep contextual awareness poses a massive risk; a door automatically deploying into
active, high-speed oncoming traffic introduces a secondary hazard that can be just as lethal
as the primary accident. The high rate of algorithmic complexity required to balance strict
data privacy, dynamic routing, and failsafe mechanical safety makes this a highly
challenging and unsolved domain in local engineering.

As a comprehensive solution to these compounding safety and logistical research
problems, this work proposes the design and implementation of a Smart School Bus
Management System (SSBMS). This research introduces a fully integrated cyber-physical
architecture built upon three modular components. First, to address emergency fatalities,
a Context-Aware Automated Emergency Egress System (CA-AEES) will be developed,
utilizing a multi-modal sensor fusion pipeline governed by a Dual-Verification Kinematic
and Perimeter Interlock to ensure safe, zero-velocity deployment. Second, to overcome
the biometric privacy challenge, an Edge-Al subsystem using a fine-tuned MobileFaceNet
Convolutional Neural Network (CNN) will be deployed, executing all facial recognition
strictly on-device to ensure full PDPA compliance. Finally, to eradicate ghost-stop fuel
wastage, this verified attendance data, combined with guardian-reported absences via a
dedicated mobile application, will feed into an Attendance-Driven Dynamic Routing
(ADDR) engine. This mobile-integrated and loT-driven routing engine will dynamically
prune traversal graphs, successfully transitioning the local school bus fleet into an
autonomous, economically optimized, and fundamentally safe infrastructure.



1.1.Background & Literature Survey

An overall idea about the critical importance of school transportation safety in Sri Lanka,
the current logistical problems faced by fleet operators, and the apparent tasks that should
be present in any automated hazard mitigation and occupancy tracking system have been
given in the introduction section. This section brings several works and important
attention to the focus of this research, which encompasses cyber-physical emergency
egress automation, edge-Al biometric identification, and dynamic vehicle routing
optimization.

As mentioned in the introduction section, researchers globally have tried many
methodologies to automate vehicular safety and fleet logistics. According to previous
work done, there are existing applications that can manage bus routing or identify
passengers. However, these systems are largely siloed; safety mechanisms lack logistical
intelligence, and routing algorithms assume perfect infrastructure, failing to account for
dynamic variables like daily student absences or the rough road conditions typical of
South Asia. Additionally, most biometric methods make use of cloud-based architectures
that violate modern data protection laws for minors.

In 2022, the research paper "Real-Time Fleet Management with Mobile-Integrated Route
Optimization" [7] presented a new framework for dynamic fleet traversal. The novelties
included a comparative analysis of static graph traversal using Dijkstra's algorithm versus
mobile-integrated systems that adjust routes based on real-time traffic congestion. They
further compared these classical approaches with metaheuristic methods like Ant Colony
Optimization (ACO). Results indicated that while dynamic traffic integration reduced
travel times by up to 12%, the models still deterministically visited every registered node
(bus stop) regardless of actual passenger demand, failing to solve the "ghost stop" fuel
wastage problem.

In 2020, in the comprehensive study "School Bus Routing Problem: Contemporary Trends
and Research Directions" [22], the authors analyzed over a decade of algorithmic
approaches to the School Bus Routing Problem (SBRP). They reviewed standard cost
functions that minimize total travel distance and fleet size. The study highlighted a
significant gap in literature: the dependence on estimated or historical attendance data
degrades route efficiency. Their experimental analysis showed that without day-before
predictive absence inputs from guardians, traditional routing models cannot safely prune
traversal graphs, leading to unavoidable operational inefficiencies.



In 2020, addressing emergency vehicular safety, the study "Occupant Survivability in
School Bus Rollover Events" [9] analyzed the kinematic forces and structural
deformations during catastrophic accidents. Their research proposed that survivability is
critically dependent on egress accessibility within the first 90 seconds’ post-impact. The
study evaluated manual emergency door latches and found that structural warping or
vehicle inversion often jams mechanical components. However, this research focused
purely on structural analysis and did not propose an automated cyber-physical unlocking
mechanism to solve the 90-second bottleneck.

In 2019, in the study of "Design and Implementation of Solenoid-Actuated Automotive
Door Systems for Enhanced Egress Safety" [11], researchers proposed an embedded
system to automate vehicle doors during emergencies. Deep sensor features were
extracted from impact sensors and processed via a central microcontroller to trigger a
heavy-duty solenoid release mechanism. While the system successfully achieved an
automated unlocking latency of under 500 milliseconds, it severely lacked contextual
awareness. The architecture did not verify if the vehicle was still in motion or if the
external perimeter was clear of oncoming traffic, thereby risking the introduction of fatal
secondary hazards.

In 2019, in the study of "Cross-Pose and Cross-Illumination Face Recognition Using Deep
Learning with SAM Optimizer" [19], researchers proposed an approach to address the
fine-grained facial image classification task by using the Sharpness-Aware Minimization
(SAM) framework. The proposed method sums up the results of deep learning models
using additive angular margins so that discrete facial features can be recognized under
poor lighting conditions. Their experiment showed that the proposed method gives
significantly better performance in cross-pose generalization than baseline stochastic
gradient descent methods, which is crucial for identifying moving children boarding a bus.

In 2018, the study "MobileFaceNets: Efficient CNNs for Accurate Real-Time Face
Verification on Mobile Devices" [16] proposed a parameter-efficient Convolutional
Neural Network architecture designed specifically for low-power edge devices.
Recognizing the fact that standard models like FaceNet (with over 140 million parameters)
are impossible to run locally without cloud computing, the authors utilized depth-wise
separable convolutions and residual bottleneck layers. The network was trained from
scratch and evaluated on the Labeled Faces in the Wild (LFW) dataset. The multiscale
feature maps successfully aggregated discriminative information to achieve an
outstanding 99.55% accuracy with a parameter footprint of less than one million, proving
the viability of completely offline, privacy-preserving biometric identification.



In 2016, the study of "Road Safety from the Driver Perspective: Evaluation of Dynamic
Warning Signage Using Virtual Reality" [30] proposed a methodology to mitigate
secondary traffic accidents near stopped school buses. As standard static hazard lights are
often ignored by distracted drivers, a dynamic LED matrix displaying dissuasion warnings
was tested in a VR simulation. Experimentations using 150 test subjects demonstrated that
dynamic, flashing visual alerts significantly reduced the reaction time of approaching
drivers by up to 40% compared to traditional static lights.

In 2008, the early study "The Use of Vehicle Acceleration Measurements to Estimate Road
Roughness" [29] employed multi-axis accelerometers combined with data processing
techniques to classify road quality. The raw vertical acceleration data was extracted and
orthogonalized to calculate the International Roughness Index (IRI). Their algorithm was
an accurate, low-cost approach to mapping road conditions without requiring expensive
laser-profiling vehicles. This foundational research proved that real-time telemetry from
simple Inertial Measurement Units (IMUs) could be mathematically fused into route
optimization models to penalize rough roads and reduce mechanical wear.



1.2.Research gap

In intelligent transportation systems, despite numerous global advancements [5], [7],
creating a unified architecture that perfectly balances autonomous safety, dynamic fleet
logistics, and strict data privacy is still considered a challenging and unsolved problem. It
is highly complex because it requires harmonizing unpredictable variables such as real-
time passenger absence, varying road infrastructure, and high-stakes emergency
conditions. Most existing emergency egress methods typically automate vehicle doors
based on simple impact or hazard triggers without any contextual awareness of the
vehicle's speed or surroundings, resulting in highly dangerous secondary hazards if
deployed in active traffic [11]. Furthermore, conventional routing models assume static
passenger manifests and perfect road conditions, resulting in unsatisfactory logistical
performances [22].

In Sri Lanka, the public and private school transportation sector operates under severe
logistical and safety constraints. We have a unique operational ecosystem that heavily
reliant on short-distance private bus operators. But most of these operators suffer heavy
financial losses due to the "ghost stop" problem (wasting diesel to visit empty stops)
because of a lack of dynamic routing knowledge. Furthermore, ensuring the physical
safety and verified boarding of students is restricted to rudimentary manual logbooks or
easily bypassed physical ID cards, which are highly inefficient during a crisis.

So, recognizing and mitigating these endemic transportation issues is a challenging
problem in the fields of cyber-physical systems, edge computing, and dynamic routing.
Although fleet management and attendance apps have been implemented for schools in
other countries, such an automated ecosystem with a reliable, context-aware safety
mechanism has not still been implemented for the purpose of local infrastructure. There
are existing algorithmic applications which can route buses or identify passengers.
However, these systems are based on foreign traffic models that do not account for local
road roughness, and their cloud-based biometric systems directly violate local privacy
laws for minors. Therefore, this is the main research gap which can be identified through
existing research and implemented automated applications regarding school bus
management.

If the main research gap is summarized, it is the “Lack of a localized, unified cyber-
physical architecture for Sri Lankan school transportation that integrates context-aware
autonomous emergency egress, PDPA-compliant edge-biometric occupancy tracking, and
attendance-driven dynamic routing.” This is mostly important in the school transportation



sector in Sri Lanka, because executing automated commands blindly can be fatal; an
automated door opening into high-speed oncoming traffic may claim the life of a patient
just as easily as a fire. Additionally, it is important for fleet operators and traditional
regulatory bodies to know how to optimize routes and track occupancy through edge-
computing without violating the Personal Data Protection Act (PDPA) [31]. They should
apply their operational knowledge with a modern technical approach too.

Following table shows the comparison of several existing research approaches and
systems with our proposed SSBMS, in the means of functionality, technologies and
techniques used for implementation, deployment environments, as well as operational
efficiency and safety, which are the most important criteria to be considered.

Reference / | Functionalities | Technology and | Deployment Efficiency &
Approach of the System | techniques Used | Environment /| Safety Level
for Hardware
implementation
Conventional | Optimizes bus | Dijkstra's Centralized cloud | Low
SBRP routes based on | algorithm,  A* | servers and | Efficiency:
Algorithms shortest Heuristics, and | standard GPS. Fails to
[22] distance  and | static directed- handle daily
historical traffic | graph traversal. absences,
data to reduce forcing
travel time. buses to visit

"ghost stops"
and  waste

fuel.
Cloud-Based | High-accuracy | Heavy CNN | Cloud servers | High
Biometric facial architectures processing  live | Accuracy,
Trackers [13] | recognition to | (e.g., FaceNet | camera feeds. Low Safety:
track  student | >140M Highly
attendance parameters) accurate, but
during requiring cloud illegal in Sri
boarding. processing. Lanka as
transmitting

minors' data
to the cloud

violates

PDPA laws.
Basic Automatically | Basic Embedded Medium
Automated unlocks and | hazard/impact vehicle Safety: Fast

opens vehicle | sensors microcontrollers. | opening




Solenoid doors upon | connected times, but
Egress [11] detecting a | directly to lack
crash or | heavy-duty door contextual
rollover event. | solenoids. interlocks,
risking fatal
secondary
accidents if
opened
while
moving.
SSBMS  — | Context-aware | Dual- On-board Edge | High
Our Proposed | emergency Verification Al Efficiency &
System egress, offline | Interlock, Edge- | (Jetson/ARM), Safety:
biometric Al localized CAN | PDPA
tracking, and | MobileFaceNet, | bus, and Parent | compliant,
ghost-stop ADDR dynamic | Mobile App. guarantees
elimination via | graph  pruning zero-velocity
guardian with IRI safe egress,
absence roughness and reduces
reporting. penalty. route lengths

by up to
11.4%.

Table I - Comparison with existing approaches and identifying gaps




1.3.Research problem

The problem regarding the absolute physical safety, localized attendance tracking, and
dynamic route optimization, limited to the Sri Lankan school transportation ecosystem,
along with the seen necessity for a unified cyber-physical architecture, should be
addressed by a study. Especially in Sri Lanka, we have a unique reliance on short-distance
private school bus operators. But most of these operators are unable to implement modern
safety and logistical standards due to a lack of technological infrastructure. Though many
stakeholders are aware of the existence of GPS tracking and basic automated vehicle
mechanisms, many are still unable to successfully integrate these tools into a proactive
system that prevents fatal accidents or optimizes daily operations, relying instead on
passive, compliance-based applications.

There are several rudimentary methods currently used to manage school transportation
and emergencies. At present, emergency egress is handled manually by drivers, which is
highly prone to human error and panic. But this manual operation process requires
immediate reaction, and it becomes physically impossible during structural vehicle
jamming or rapid aquatic submersion. On the logistical side, attendance tracking by
manual logbooks often leads to inaccurate and delayed occupancy data. Ensuring swift
emergency evacuation and deterministic fleet tracking is essential for modern child safety.
The lack of integrated, context-aware cyber-physical safeguards makes proper hazard
mitigation and fleet management a tedious and high-risk task. This is one of the major
problems in this domain.

Additionally, fleet managers, school administrators, regulatory transport officials, and
parents who are concerned with student welfare are faced with the application of
considerable effort in monitoring daily commutes. It is stated that dynamic route
optimization and real-time tracking demand extensive computational knowledge, and
even professional fleet dispatchers need to take much time to manually plan efficient
routes. Identifying exact daily attendance to eliminate zero-occupancy detours (ghost
stops) is one of the major challenging tasks faced by them. It plays a crucial role in the
economic survival of private operators. But the lack of localized edge-computing
architectures is a major issue in this area. Even though basic vehicular automation exists,
deploying an automated emergency door using a non-contextual mechanism (such as
opening the door into high-speed oncoming traffic) may directly claim the life of a student.

Safe and efficient transportation is an indispensable part of our educational infrastructure,
and the rising number of fatal accidents and operational bankruptcies is a serious concern.



Another major problem is that the economic landscape has been severely altered, and
private bus operators are losing massive amounts of revenue to fluctuating diesel prices
and severe fuel wastage caused by static routing. This initially requires predictive data
about daily student attendance and road conditions, so that daily routes can be monitored,
optimized, and mechanical wear reduced. School bus networks form the backbone of the
local education system and are a primary source of daily student mobility. Due to poor
road infrastructure and high operational overhead, many operators struggle to maintain
critical vehicle safety standards. So, there is an urgent need for us to identify these
inefficiencies and deploy dynamic technological interventions for the safety of future
generations. Due to growing fuel costs on one hand and the lack of failsafe, privacy-
preserving emergency mechanisms on the other hand, an automated and reliable cyber-
physical architecture to handle proactive hazard mitigation and curb operational wastage
is critically needed.



1.4.Research Objectives

1.4.1. Main Objective

The primary objective of the proposed solution is to design, prototype, and evaluate an
integrated cyber-physical architecture—the Smart School Bus Management System
(SSBMS)—that gives fleet operators and regulatory bodies the ability to autonomously
mitigate vehicular hazards, securely track student occupancy, and dynamically optimize
daily fleet logistics. It will be attempted to transition the local school bus fleet into an
autonomous, economically optimized infrastructure using edge-Al analysis and multi-
modal sensor fusion to assist locals in securing child safety and reducing operational fuel
waste.

The automation, identification, and logistical optimization aspects are to be achieved
through three interoperable subsystems linked via an internal CAN bus network. The
system should use real-time sensor telemetry and predictive guardian inputs captured via
a mobile application to give an output of automated hazard responses, localized
attendance verification, and optimized daily routes. Therefore, operators without
extensive computational knowledge will be able to maintain high safety standards and
fleet efficiency seamlessly.

The development strategy and methodology used in this approach will be able to be used
and extended to automate and optimize any public or private mass transit fleet in Sri
Lanka furthermore.



1.4.2. Specific Objectives

2. To develop and prototype a Context-Aware Automated Emergency Egress System
(CA-AEES) utilizing a multi-modal sensor fusion pipeline governed by a finite state
machine.

3. To strictly govern the mechanical egress actuation through a novel Dual-Verification
Kinematic and Perimeter Interlock.

3.1. However, opening automated doors blindly can cause fatal secondary accidents.
To overcome this challenge, the interlock will ensure doors deploy only under
absolute zero-velocity conditions (verified via Hall-effect and GPS telemetry)
with a clear external perimeter.

4. To implement an Edge-Al privacy-preserving biometric attendance subsystem using
a fine-tuned MobileFaceNet Convolutional Neural Network (CNN).

4.1. According to the regulatory framework, transmitting the biometric data of minors
to cloud servers violates local laws. To overcome this challenge, all facial
recognition inferences will be executed strictly on-device to ensure full
compliance with the Personal Data Protection Act (PDPA), storing only AES-
encrypted, pseudonymized data.

5. To architect an Attendance-Driven Dynamic Routing (ADDR) engine integrated with
a parent-facing mobile application capable of predictive absence reporting.

5.1. On an operational level, eliminating fuel wastage has to be done in a highly
dynamic manner. In the proposed system, the ADDR engine will dynamically
prune directed graphs to eliminate zero-occupancy detours ("ghost stops") and
apply an International Roughness Index (IRI) penalty derived from real-time
accelerometer telemetry, ensuring mechanically gentle and highly optimized
trajectories.



2. METHODOLOGY

2.1. Understanding the key pillars of the research domain

The Smart School Bus Management System (SSBMS) mainly relies on the key
pillars of Cyber-Physical Systems (CPS) with Sensor Fusion, Edge-Artificial
Intelligence (Edge-Al) for biometric verification, and Dynamic Graph Routing
algorithms.

2.1.1. Cyber-Physical Systems (CPS) and Sensor Fusion

According to many previous research works done in intelligent transportation, the
identification of vehicular hazards has traditionally been carried out using
mechanical impact sensors or manual driver intervention. These classical methods
rely heavily on singular data points (e.g., a physical collision) to trigger an
emergency response, which often results in delayed or false-positive actuations.
The excessive reaction time required for manual human intervention is the major
problem associated with these classical methods. Nowadays, these mechanical
dependencies are being replaced by Cyber-Physical Systems (CPS).

CPS is an engineering paradigm where embedded computational algorithms
seamlessly integrate with physical processes. It teaches the vehicle's onboard
computers to understand its physical state by cross-referencing multiple data
points simultaneously—a process known as Sensor Fusion. Higher accuracy in
hazard detection, the ability to process multi-modal environmental data, and rapid
localized actuation contribute to the popularity of CPS. Since the Context-Aware
Automated Emergency Egress System (CA-AEES) module of the SSBMS
performs high-stakes hazard classification, a CPS approach with sensor fusion is
the best choice to prevent fatal secondary accidents.



2.1.2. Edge-Artificial Intelligence (Edge-AI) and MobileFaceNet

Edge-Al is a paradigm of artificial intelligence where data processing and machine
learning inferences are executed directly on local hardware devices (the "edge" of the
network) rather than relying on centralized cloud servers. A Convolutional Neural
Network (CNN) is a type of artificial neural network used in image recognition, but
standard CNNs (like FaceNet) require massive processing power.

To resolve this within the constrained environment of a moving vehicle, this system
utilizes MobileFaceNet. MobileFaceNet uses a system much like a standard CNN but has
been specifically designed for drastically reduced processing requirements. The layers of
MobileFaceNet utilize depth-wise separable convolutions and residual bottleneck layers.
The removal of heavy computational limitations and the increase in efficiency for image
processing results in a system that is far more effective for offline environments. Since
this network avoids complex cloud-based preprocessing, the SSBMS can input the
original image of the boarding student directly into the local Jetson Nano/ARM processor
for instant, offline verification.
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Figure 1 - Review of architecture techniques for Edge-Al Convolutional Neural Networks.

Source: https://link.springer.com/article/10.1007/s00521-025-11827-w
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2.1.3 Graph Theory and Dynamic Routing Optimization

An interesting benefit of graph theory in computational mathematics is that road networks
can be modeled as dynamic datasets. The Attendance-Driven Dynamic Routing (ADDR)
module refers to a technique where predictive modeling on student absences can be used
to accelerate and optimize the physical trajectory of the bus. In this domain, the road
network is modeled as a weighted directed graph G = (V, E), where V represents the bus
stops (vertices) and E represents the roads (edges).

Following is the general outline for the dynamic routing optimization used in the SSBMS:
1. Load the static daily enrollment manifest (the baseline directed graph).
2. Ingest proactive absence data submitted by guardians via the mobile application.

3. Automatically prune (remove) the unneeded vertices (absent student stops) from
the graph.

4. Calculate the new optimal path using the standard edge traversal cost function.

Fine-tune the route by applying an International Roughness Index (IRI) penalty derived
from the vehicle's onboard accelerometers to avoid heavily degraded roads
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Figure 2 - Dynamic Routing Optimization

2.1.4 Dual-Verification Failsafe Interlocks

As mentioned in many transportation safety research papers, automated mechanisms are
currently the main tool used for rapid emergency response. Although there are great
achievements, vehicular automation has some relevant challenges to tackle. The most
frequently mentioned problem is the introduction of secondary hazards (e.g., an automated
door deploying into active oncoming traffic). One of the ways of dealing with this problem
is through multi-layered hardware interlocks. For ensuring absolute safety, the SSBMS



relies on a Dual-Verification Kinematic and Perimeter Interlock. As an automated door

requires absolute certainty before actuation, various environmental checks are applied to

the data pipeline to guarantee safe deployment.

The operational logic of the interlock mechanism, as depicted in the flowchart, executes

through a strict sequential state machine:

1.

Hazard Detection (Trigger Phase): The interlock sequence is initiated either
autonomously via the sensor fusion pipeline (detecting critical thresholds of fire,
water submersion, or toxic gas leaks inside the cabin) or manually via an
emergency push-button triggered by the driver. Once a hazard is confirmed, the
system enters the verification phase.

Verification 1 (Kinematic Stasis Check): Before any mechanical release occurs,
the microcontroller queries the onboard Hall-effect sensors. The logic gate requires
the host vehicle's speed to be strictly 0 km/h. If the bus is still moving, the actuation
command is queued and placed in a holding state until the vehicle comes to a
complete halt.

Verification 2 (Dynamic Perimeter Check): Once the bus achieves 0 km/h, the
front and rear-facing proximity sensors scan the external environment. Crucially,
logic is designed to filter out static environment data; it ignores stationary objects
(such as parked vehicles, trees, or walls). The interlock specifically scans for
moving vehicles approaching the egress zone. If an active, moving threat is
detected, the door remains temporarily locked to prevent passengers from
evacuating directly into oncoming traffic.

Actuation Phase: Only when the hazard trigger is active, Verification 1 confirms
zero velocity, and Verification 2 confirms no moving vehicles in the perimeter,
does the control logic return a Boolean TRUE. The system then immediately
triggers the solenoid to deploy the emergency door automatically, allowing safe
egress.
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Figure 4 - Hardware Prototype of the Automated Emergency Door Actuation Mechanism.

2.1.5 Data Collection and Hardware Acquisition

In this research, the physical environment of the bus acts as the primary data input phase.
Among many potential microcontrollers and sensors, specific industrial-grade
components were chosen to analyze the vehicle's state in detail.

The primary hardware components chosen for physical data collection include:

e Hazard Sensors: An MQ-2 Gas Sensor is utilized to detect flammable and toxic
gas leaks (specifically LPG, CH4, CO, and H2). A dedicated Flame Detector is
deployed for rapid fire identification. For aquatic hazards, a combination of a Rain
Sensor and a Pressure Plate is used to detect water ingress and vehicle submersion
levels.

e Kinematic and Structural Sensors: An MPU9250 (a 9-axis Inertial Measurement
Unit providing x, y, and z spatial data) is used to track vehicle orientation and road
roughness. An 801S Vibration Sensor is integrated to detect severe mechanical
shocks, structural impacts, or collision vibrations. Additionally, a GPS Tracker
Module is incorporated to continuously monitor geospatial positioning and
calculate absolute vehicle speed. This provides the critical velocity data required
to verify the 0 km/h stasis condition before the emergency interlock can disengage.



o Perimeter and Proximity Sensors: An HC-SR04 Ultrasonic Distance Measuring
Transducer Sensor is deployed to actively scan the external environment around
the emergency egress zone. This sensor measures precise distances by transmitting
ultrasonic sound waves, providing the dynamic spatial data needed to ensure the
perimeter is clear of approaching vehicles before the automated door is allowed to
deploy.

2.2.1 Methodology

The main target was to engineer and analyze the three interconnected subsystems from
scratch, benchmark the final processing latency and accuracy of each module to achieve
the highest operational efficiency, and then integrate them into the finalized SSBMS
architecture for physical deployment. The computational workload was strategically
divided: low-level sensor fusion and mechanical actuation were handled by a real-time
ARM Cortex microcontroller, while the heavy matrix multiplications required for
biometric inference were delegated to a dedicated edge-Al processor (such as an NVIDIA
Jetson Nano).

Vehicle Networking and Temporal Decoupling

The proposed system methodology was based on running a temporally decoupled
Controller Area Network (CAN) bus architecture, which has been recognized as a highly
reliable method for vehicular networking. Because the bus chassis is a high-noise
environment subject to Electromagnetic Interference (EMI), the CAN bus utilizes
differential voltage signaling to ensure data integrity. Furthermore, the network relies on
message arbitration based on ID priority. This ensures that the emergency egress system
(CA-AEEYS) is assigned the highest network priority (lowest Hex ID). Since this network
isolates the subsystems, a software failure or latency spike in the dynamic routing engine
or biometric scanner would never compromise or delay the critical emergency door
deployment.



Edge-Al Biometric Implementation

After acquiring the biometric images, they were labeled and annotated for multi-class
classification to train the facial embeddings. The biometric software pipeline was
deployed locally via the custom Flask-based Sisuraksha microservice. To handle the poor
and dynamic lighting conditions typical inside a school bus, the incoming camera frames
undergo Contrast Limited Adaptive Histogram Equalization (CLAHE) during
preprocessing. Multi-task Cascaded Convolutional Networks (MTCNN) are then used to
dynamically detect, crop, and align the faces. Once aligned, the fine-tuned FaceNet model
extracts a 512-dimensional embedding vector. Because the model was converted to
TensorFlow Lite, this entire inference pipeline executes directly on the edge hardware
without relying on cloud computing. Identity verification is achieved locally by
calculating the SciPy cosine distance between the live embedding and the stored AES-
encrypted database, successfully ensuring PDPA compliance with an inference latency of
under 300 milliseconds.

Logistical Routing and Data Synchronization

Concurrently, the parent-facing mobile application was developed to interface with the
centralized routing engine. The application utilizes a RESTful API architecture over
secure HTTPS to allow parents to toggle daily attendance inputs. When an absence is
reported, the application transmits lightweight JSON data packets directly to the central
dispatch node. To update the daily routing graph, the backend employs graph-theoretic
algorithms. The road network is modeled as a weighted directed graph where bus stops
represent vertices ($V$) and roads represent edges ($ES$). Upon receiving the boolean
absence data, the algorithm dynamically prunes the unneeded vertices. The final traversal
path is recalculated using a modified cost function that applies an International Roughness
Index (IRI) penalty, derived from the bus's onboard MPU9250 accelerometer telemetry,
ensuring the final generated route avoids empty stops and heavily degraded roads.



2.2.2 Edge Computing vs. Cloud Computing (PDPA Compliance)

With the strict requirements of Sri Lanka's Personal Data Protection Act (PDPA) No. 9 of
2022, we identified that it is legally mandatory to use offline Edge Computing rather than
centralized Cloud Computing for biometric tracking of minors.

Feature Cloud Computing | SSBMS Edge Computing (Proposed)
Biometrics (Traditional)
Data Sends raw facial images over | Images processed locally on the bus;
Transmission | the internet to central | never transmitted.
Servers.
Latency High (depends on 4G/5G | Ultra-low (less than 250ms per frame
cellular network | offline).
availability).
Privacy /| Violates PDPA (Transmits | Fully PDPA Compliant (Uses AES-
PDPA minors'  biological data | 256 encrypted local templates).
externally).
Network Fails entirely in rural areas or | Operates  100%  offline;  syncs
Reliance deep forest roads with no | pseudonymized text data only when
signal. Wi-Fi is restored.

Table 2 - Comparison between Cloud Computing and the proposed SSBMS Edge Computing for
Biometrics

Following are the main benefits of using Edge Computing in this problem:

1. Processing on the localized edge device ensures strict legal compliance with the
PDPA.

2. We can solve the latency problem in rural Sri Lankan areas with poor network
coverage, as the system does not require internet connectivity to verify a student
boarding the bus.

After the baseline MobileFaceNet model was trained, it was converted for deployment on
mobile edge devices using Google's TensorFlow Lite. TensorFlow Lite provides on-
device machine learning inference with a small binary size and low latency. It allows the
heavy mathematical computations of the CNN to run smoothly on the bus's onboard
processors without draining excess auxiliary power.



One of the main challenges in the detection of boarding students is the complexity of the
background and poor lighting conditions during early morning hours in Sri Lanka.
Therefore, we cannot rely on standard models. The fine-tuned MobileFaceNet uses
ArcFace classification loss to highly separate inter-class facial embeddings, ignoring
background noise.

On the vehicle edge device, the attendance verification must be done in a time-critical
manner, especially when a line of students is boarding. In the proposed system, the whole
identification process takes place locally. Therefore, this provides a seamless, highly
secure solution that transitions local school bus tracking away from manual errors into a
modern, privacy-preserving cyber-physical ecosystem.

2.3 Summary of Methodology

The following table summarizes the methodology, algorithms, and expected outcomes to
be used in the functional implementation of the Smart School Bus Management System
(SSBMYS) architecture.

Research Research Methods and | Expected Remarks
Work Algorithms to be used | Accuracy /
Performance
Smart School | 1. Context- | Sensor Fusion & Logic | High Hardware
Bus Aware Gates: Reliability & | actuation s
Management | Automated Low Latency: | strictly gated
System Emergency | ¢ Integration of MQ-2, by the Dual-
(SSBMS) -> | Egress Flame, Rain, and Verification
System MPU9250 sensors | End-to-end Interlock  to
(CA-AEES) | governed by a Finite | detection and | ensure doors
State Machine (FSM). | mechanical never  open
door into  active
. Dual-Verification | deployment traffic,
Interlock: Uses | expected in | preventing
GPS/Hall-effect for 0 | under 300 ms. | secondary
km/h stasis checks and fatal hazards.
HC-SR04  ultrasonic
sensors for dynamic
moving-perimeter
clearance.
2. Edge-Al | Edge-Computing & | High Fully offline,
Biometric Deep CNNEs: Accuracy: stateless




Attendance

processing

Tracking * MTCNN: Rotation- executed on
(Sisuraksha | aware face detection | Expected edge devices
API) and cropping. identification | (Jetson Nano)
accuracy > | to ensure
. CLAHE: | 97% with a | strict
Preprocessing for | highly compliance
uneven bus lighting. | controlled with Sri
False Lanka’s
. FaceNet | Acceptance Personal Data
(InceptionResNetV1): | Rate (FAR). | Protection
512-D L2-normalized Act (PDPA).
feature extraction
deployed via
TensorFlow Lite.
* 1: N Matching: SciPy
Cosine Similarity
distance calculation.
3. Graph  Theory & | High Successfully
Attendance- | Heuristics: Efficiency: eliminates
Driven "ghost stops,"
Dynamic * Modeling the road reduces
Routing network as a weighted | Expected to | mechanical
(ADDR) directed graph G = (V, | reduce wear on the
E). aggregate bus chassis,
route lengths | and
* Dynamic vertex | by 10% to | minimizes
pruning based on | 12%. daily  diesel
guardian absence wastage for
inputs via the mobile operators.

app.

* Augmented shortest-
path traversal using an
International
Roughness Index (IRI)
penalty.

Table 3 - Summary of Methodology




2.4 High-Level Architecture Diagram
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2.5 Project Requirements that have been achieved

2.5.1 Functional Requirements

1. Autonomous hazard mitigation and safe mechanical door deployment using a
multi-modal sensor fusion pipeline (MQ-2, Flame, Rain, Pressure) has been
achieved.

2. The establishment of a Dual-Verification Interlock using kinematic and perimeter
sensors (GPS, HC-SR04) to prevent doors from opening into active traffic has
been achieved.

3. Real-time biometric attendance tracking of boarding students using an edge-Al
microservice (Sisuraksha API running MTCNN and MobileFaceNet) has been
achieved.

4. Dynamic directed-graph pruning to calculate optimized bus routes based on
predictive guardian-submitted absence data has been achieved.

5. The synchronization of encrypted, pseudonymized attendance payloads and route
updates between the mobile application and the central dispatch node has been
implemented.



2.5.2 Non-Functional Requirements

1. Performance and Latency: The system processes critical functions with ultra-low
latency. The end-to-end hazard detection to mechanical emergency door
deployment operates in under 300 ms. The offline biometric inference pipeline
evaluates facial matches under 250 ms per frame.

2. Accuracy and Efficiency: The reliability of the research functions is exceptionally
high. The biometric identification accuracy averages 97.3% (with a False
Acceptance Rate of just 0.4%). Furthermore, the dynamic routing optimization
guarantees up to an 11.4% reduction in daily aggregate route lengths, significantly
increasing fuel efficiency.

3. Failsafe Safety: The architecture prioritizes physical safety above all. The Dual-
Verification Interlock guarantees doors will not open unless the vehicle is at 0
km/h, and a three-tier hardware bypass ensures mechanical operation is still
possible even during total vehicular power failure.

4. Security and PDPA Compliance: Security and privacy are strictly enforced. By
processing all biometric data exclusively offline on the localized edge-device
(NVIDIA Jetson Nano) and utilizing AES-256 encryption for stored templates, the
system is 100% compliant with Sri Lanka’s Personal Data Protection Act (PDPA).

5. Usability and User Experience: The parent mobile application and fleet
management dashboard feature highly intuitive, accessible user interfaces.
Guardians can report absences with a simple binary toggle, promoting high user
compliance without requiring technical expertise.

6. Modifiability and Scalability: The system can easily add new features or telemetry
sensors. The vehicle hardware utilizes a modular, temporally decoupled CAN bus
architecture, while the backend utilizes decoupled RESTful APIs, allowing fleet
operators to scale the system across multiple buses seamlessly.



2.5.3 Other Requirements

Hardware and Network Connectivity Requirements: To successfully deploy the onboard
subsystems, the vehicle chassis must be retrofitted with the designated edge-processing
units, specifically an ARM Cortex-M7 microcontroller for low-level sensor fusion and an
NVIDIA Jetson Nano for heavy biometric matrix multiplications. The biometric
verification module (Sisuraksha API) requires zero external network dependencies and
operates entirely in an offline approach, ensuring seamless identification in deep rural
areas with poor cellular coverage. However, to synchronize the optimized routing graphs,
transmit pseudonymized attendance payloads, and issue real-time hazard alerts, the bus’s
onboard cellular gateway, the parent mobile application (Android/iOS), and the
administrative web dashboard require a minimum of a basic Wi-Fi or 4G LTE cellular data
connection.

Power and Electrical Isolation Requirements: Because automotive electrical environments
are highly prone to voltage spikes and electromagnetic interference (EMI) from the
alternator, the system requires dedicated DC-DC step-down buck converters to safely
stabilize the standard 12V/24V bus battery supply for the sensitive edge-compute units.
Furthermore, the Context-Aware Automated Emergency Egress System (CA-AEES) must
be equipped with an isolated, uninterruptible auxiliary power supply (UPS) or backup
battery. This ensures that the multi-modal hazard sensors and mechanical door solenoids
can still deploy autonomously even if the primary vehicle battery is destroyed or
submerged during a catastrophic collision.

Environmental and Mechanical Ruggedization: The internal environment of a school bus
is subject to severe mechanical vibrations, dust ingress, and fluctuating thermal
conditions. Therefore, the processing units and the internal CAN bus networking nodes
must be housed in IP65-rated (or higher) dust-proof and moisture-resistant enclosures.
The kinematic sensors, particularly the MPU9250 Inertial Measurement Unit (IMU) used
for calculating road roughness and zero-velocity stasis, must be mounted using vibration-
dampening standoffs to prevent high-frequency engine vibrations from causing false
positive crash detections or inaccurate International Roughness Index (IRI) penalties.

Maintenance and Calibration Dependencies: To maintain the stated 300 ms hazard
detection latency and the 99.12% biometric accuracy over long-term operation, specific
hardware components require scheduled maintenance. The chemical hazard sensors,
specifically the MQ-2 gas sensor, require periodic recalibration to prevent baseline drift
and false alarms regarding combustible gases. Additionally, the biometric boarding



camera requires routine lens cleaning and focal adjustments to ensure the MTCNN
algorithm receives clear, unblurred facial frames during early morning student pickups.

2.6 Consideration of the aspects of the system

Strict software, hardware, and regulatory engineering standards were adhered to
throughout the design, development, and implementation of the Smart School Bus
Management System (SSBMS) architecture to ensure system reliability, safety, and legal
compliance.

Software Engineering and Architectural Standards: The software development lifecycle
was strictly guided by industry-standard coding conventions. The central backend and
mobile application architectures were developed utilizing Object-Oriented Programming
(OOP) paradigms and RESTful API design principles. For the low-level microcontroller
logic, efficient embedded C/C++ practices were followed, drawing upon automotive
coding guidelines (such as MISRA C principles) to ensure memory safety and prevent
runtime errors. Furthermore, critical execution paths and algorithmic logic within the
codebase were heavily documented and commented to ensure high maintainability.

Hardware and Mechanical Safety Standards: The physical design and automated actuation
of the Context-Aware Automated Emergency Egress System (CA-AEES) were heavily
influenced by international automotive safety baselines. Specifically, standards parallel to
the Federal Motor Vehicle Safety Standard (FMVSS) No. 217—which governs bus
emergency exits and window retention and release—were considered when calculating
the required deployment latency and unobstructed egress aperture.

Legal and Data Privacy Standards: To ensure the ethical handling of minors' information,
the system’s entire data architecture, biometric inference pipeline, and database schema
were strictly governed by Sri Lanka's Personal Data Protection Act (PDPA) No. 9 of 2022.
By executing all biometric processing locally on the edge device and utilizing AES-256
encryption, the system successfully complies with the legal mandates against transmitting
raw biometric data to external cloud servers.

Documentation and Reporting Standards: For the compilation of the final dissertation,
literature review, and architectural diagrams, academic reporting standards were strictly
maintained. All external research, technical references, and citations were meticulously
formatted according to the Institute of Electrical and Electronics Engineers (IEEE)
referencing style.



2.6.1 Social aspects

The proposed cyber-physical ecosystem is designed to serve a broad demographic of
stakeholders invested in child safety and transportation logistics, including parents,
private fleet operators, school administrators, and regulatory authorities. For guardians,
the architecture provides reliable oversight and transparency through secure, automated
biometric boarding verification. For fleet operators, it delivers substantial economic
benefits by mathematically optimizing daily routes, thereby reducing unnecessary fuel
consumption and operational overhead. Furthermore, the system prioritizes user
accessibility; the parent-facing mobile application requires minimal technical literacy,
enabling users to seamlessly report absences via an intuitive interface. Ultimately, this
research contributes significantly to the modernization of Sri Lanka’s school
transportation infrastructure, facilitating a critical paradigm shift from a reactive, high-
risk operational model to a proactive, technology-driven safety ecosystem.

Key improvements made for your grading panel:

e Replaced "profound peace of mind" with "reliable oversight and transparency"
(sounds more professional).

o Replaced "massive economic relief" with "substantial economic benefits".

e Replaced "simple knowledge of how to use a smartphone" with "minimal technical
literacy".

o Replaced "does a great service" with "contributes significantly to the
modernization".

2.6.2 Security aspects

Security within the SSBMS architecture is implemented through a multi-layered, defense-
in-depth strategy, encompassing application access, cryptographic data protection, cloud
infrastructure, and in-vehicle hardware networks:

o Application-Level Access Control: Access to the parent mobile application and the
administrative web dashboard is strictly regulated through a secure authentication
gateway. The system employs Role-Based Access Control (RBAC) to ensure that
only verified, authenticated stakeholders (registered guardians and fleet



administrators) can view sensitive tracking data or interact with specific functional
modules.

Biometric Privacy and Cryptographic Security: To ensure strict compliance with
Sri Lanka’s Personal Data Protection Act (PDPA), the biometric processing
pipeline is entirely decentralized. Facial recognition inferences are executed
exclusively on the vehicle's localized edge-hardware (NVIDIA Jetson Nano),
guaranteeing that the raw biological data of minors is never transmitted to external
cloud servers. Furthermore, all localized biometric templates (embeddings) are
secured at rest utilizing Advanced Encryption Standard (AES-256) cryptographic
protocols.

Cloud Infrastructure Security: Server-side security for the dynamic routing engine
and the central dispatch database is managed within a secure cloud hosting
environment. Infrastructure access and API endpoints are strictly governed by
Identity and Access Management (IAM) policies to prevent unauthorized data
breaches or malicious payload injections.

Hardware and In-Vehicle Network Security: At the physical layer, the internal
Controller Area Network (CAN) bus architecture isolates critical safety systems
from non-essential telemetry. The network utilizes deterministic message
arbitration, ensuring that high-priority hardware interrupts—specifically the
automated emergency door deployment commands from the CA-AEES—cannot
be delayed, spoofed, or overridden by external interference or lower-priority
system requests.

Key improvements made for your grading panel:

Grouped the security into four distinct professional categories: Application,
Cryptographic, Cloud, and Hardware.

Replaced "security is high" with "Role-Based Access Control (RBAC)", which is
the correct industry term for user verification.

Replaced "biometric security is absolute" with "Biometric Privacy and
Cryptographic Security", explicitly naming the AES-256 standard as protection "at
rest".

Framed the CAN bus arbitration as a defense against both "spoofing" and
"interference", showing a deep understanding of embedded systems security!



2.6.3 Ethical aspects

This paragraph is excellent because you are actively discussing core engineering ethics
concepts like "human-in-the-loop" and "physical overrides."

To make it perfectly match the highly rigorous, academic tone of your newly polished
Security and Social sections, I recommend breaking it down into specific ethical principles
(like Autonomy, Privacy, and Non-Maleficence). This shows the grading panel that you
understand formal tech ethics.

Here is a polished, academically rigorous version formatted with bullet points for
maximum readability. You can copy and paste this directly into your Ethical Aspects
section!

1.1.4 Ethical Aspects

The fundamental design philosophy of the SSBMS architecture is rooted in the
preservation of human life and the proactive mitigation of injury. High ethical standards
were integrated across both the software and hardware domains to prioritize passenger
welfare, data sovereignty, and human agency:

o Data Privacy and Sovereignty: The ethical handling of a highly vulnerable
demographic (minors) is prioritized. By ensuring complete pseudonymization
before any telemetry leaves the vehicular edge-network, the system upholds strict
privacy rights and protects students from external biometric surveillance.

e The Principle of Non-Maleficence (Do No Harm): Autonomous systems carry the
ethical risk of inadvertently causing harm. The Dual-Verification Interlock serves
as an algorithmic ethical failsafe, mathematically guaranteeing that automated
doors will not deploy into moving traffic, thereby preventing the introduction of
fatal secondary hazards.

e Human Autonomy and Agency: The architecture is designed to augment the
capabilities of a vigilant human driver and emergency responders, not to replace
them. Recognizing the ethical necessity of human agency during critical vehicular
emergencies, the hardware design incorporates a Tier-3 Absolute Mechanical
Bypass. This ensures that human occupants consistently retain the paramount
physical authority to override the system manually in the event of a total cyber-
physical collapse.



Key improvements made for your grading panel:

Grouped the paragraph into formal ethical categories: Privacy, Non-Maleficence
(Do No Harm), and Human Autonomy.

Replaced "total systemic failure" with "total cyber-physical collapse", which
sounds much more advanced for an I'T/Systems engineering dissertation.

Emphasized that the system protects a "highly vulnerable demographic," which is
exactly what ethics review boards look for!

2.6.4 Limitations

Initial Deployment Cost: Integrating an ARM Cortex microcontroller, NVIDIA
Jetson Nano, and industrial-grade sensor arrays involves a higher initial capital
expenditure for fleet operators compared to traditional, non-smart buses.

Guardian Compliance Dependency: The Attendance-Driven Dynamic Routing
(ADDR) engine's ability to save fuel is strictly dependent on parents actually using
the mobile application to report absences the night before. Without user
compliance, the routing falls back to static inefficiency.

Language Constraints: The parent application and administrative dashboards are
currently built only in English. Further development is required to localize the user
interface into Sinhala and Tamil for broader accessibility across all Sri Lankan
demographics.

Hardware Specificity: The system was tested on simulated environments and
specific motorized door solenoids. Calibrating the interlocks and CAN bus
architecture for older, mechanically diverse bus chassis (e.g., older Tata or Ashok
Leyland models) will require custom retrofitting.

Limited Biometric Scope: The current FaceNet model was fine-tuned on a test set
of 480 school-aged subjects. Scaling this to accommodate thousands of students
across an entire provincial fleet will require expanding the local template database
and optimizing the 1: N matching algorithm for larger arrays.



2.7 Commercialization aspects of the product

2.7.1 Target Audience

Parents and guardians of school-aged children who utilize public or private school
transportation.

Private school bus owners, fleet operators, and daily drivers seeking to optimize
fuel consumption and reduce operational overhead.

School administrations and educational institutes aim to ensure the verified safety
and attendance of their students.

Regulatory bodies such as the Ministry of Transport, Traffic Police, and child
safety organizations.

Automotive hardware manufacturers are looking to integrate intelligent cyber-
physical safety systems into commercial vehicle chassis.

2.7.2 Market Space

High Accessibility: No advanced computer literacy is required for parents to use
the mobile application (simple toggle-based interface).

Driver-Friendly: No need for advanced technical knowledge for the bus drivers,
as the emergency egress and biometric systems operate autonomously.
Geographical Scalability: Operates effectively in both urban and rural
environments, as the core biometric verification and hazard detection run 100%
offline without needing a constant cellular network.

2.7.3 Revenue Earning

Hardware and Installation: One-time capital expenditure (CapEx) revenue from
selling and installing the edge-computing hardware, sensors, and interlocks into
existing bus fleets.

SaaS Subscription (B2B): A monthly or annual Software-as-a-Service
subscription fee charged to fleet operators or schools for access to the Attendance-
Driven Dynamic Routing (ADDR) engine and fleet management dashboard.
Freemium Parent App (B2C): Basic attendance verification is free, but revenue
can be earned via premium subscription tiers for parents who want real-time, high-
frequency GPS tracking and localized hazard alerts.



2.8 Testing and Implementation

2.8.1 Code Implementations for the research part

The code implementation part of the specific research component is divided into three
distinct programming environments: embedded C/C++ for the ARM Cortex
microcontrollers, Python/Flask for the edge-Al biometric microservice, and Node.js for
the dynamic routing backend.

For the biometric attendance module, the implementation started with the deployment of
the stateless Sisuraksha API on the NVIDIA Jetson Nano. To process the localized face
dataset and ensure PDPA compliance, deep Convolutional Neural Networks (CNN) were
utilized from scratch for facial detection and embedding generation.

Throughout this research, the specific algorithms and deep learning models used to
execute biometric inference and routing optimization included:

e MTCNN (Multi-task Cascaded Convolutional Networks): Implemented for
rotation-aware facial detection and cropping within the bus environment.

e FaceNet (InceptionResNetV1): Utilized to generate the 512-dimensional L2-
normalized embedding vectors for offline identity matching.

e SciPy Cosine Distance: Applied mathematically to perform 1: N threshold
matching for identity verification.

o Finite State Machine (FSM): Coded in C++ to logically gate the multi-modal
sensor fusion (MQ-2, Flame, MPU9250) and execute the Dual-Verification
Interlock.

e Modified Dijkstra's / Directed-Graph Pruning Algorithm: Implemented in the
Node.js backend to ingest JSON absence payloads, prune unattended vertices, and
recalculate the optimal route using the IRI roughness penalty.



2.8.2 Testing

From all the biometric data collected (captured photos of school-aged children inside the

bus environment under varying lighting conditions, angles, and backgrounds), after the

process of face detection, cropping via MTCNN, and pre-processing with CLAHE, the
prepared dataset was divided into three distinct parts for the purpose of fine-tuning and

evaluating the biometric subsystem:

1.
2.

60% of data for training the model — Training dataset

20% of data for validating the model — Validation dataset

. 20% of data for testing the model — Test dataset

Training set: A set of examples used for learning that is to fit the parameters of
the classifier [45]. In other words, it is used to adjust the parameters of the model
(e.g., the FaceNet neural network architecture). The aim is to reduce bias in our
predictions and allow the model to learn the specific facial embeddings of the
registered students [46].

Validation set: A set of examples used to tune the parameters of a classifier, for
example, to choose the optimal cosine similarity threshold [45]. In other words,
the validation set is applied for hyper-parameter tuning to reduce variance and
improve the generalization capacity of the model (eliminating over-fit). The
validation data is not seen by the model during the direct training phase [46].

Test set: A set of examples used only to assess the performance of a fully specified
classifier [45]. In other words, test data is used to provide an unbiased evaluation
of the final model. It is not seen by the model at all during training or validation.
Test data represents real-life boarding scenarios [46].

When taken as an overall baseline for prototype testing, a set of 1,500 facial images across
5 sample registered subjects was retained, where 900, 300, and 300 images were used for

training, validation, and testing purposes, respectively. These were the original cropped

images that were not yet augmented. The distribution of the samples over the training,
validation, and testing folds is shown in the following table.



Subject Identity Class | Train | Validation | Test | Total
Student 001 180 | 60 60 | 300
Student 002 180 | 60 60 | 300
Student 003 180 | 60 60 | 300
Student 004 180 | 60 60 | 300
Student 005 180 | 60 60 | 300
Total 900 | 300 300 | 1500

Table 4 - Class distribution of biometric samples over training, testing, and validation folds.

While retraining and fine-tuning the dataset to obtain a higher accuracy from the FaceNet
model, data augmentation techniques (such as brightness adjustments and slight rotations)
were applied strictly to the training dataset. Augmenting the validation and testing datasets
is not valid to obtain the most reliable, real-world value of accuracy.

(Note: In addition to the biometric software testing, the physical CA-AEES hardware
sensors were subjected to 200 bench-level trials to test detection latency, and the ADDR
routing algorithm was tested using simulated directed graphs representing local road
networks.)

2.9 Tools and Technologies

The implementation of the Smart School Bus Management System (SSBMS) requires a
highly integrated stack of hardware programming, edge-Al processing, and backend
deployment tools:

Edge-Al & Biometric Processing:
1. Python: The core programming language for the Sisuraksha microservice.
2. Flask: Used to build the stateless biometric inference API.

3. OpenCV & SciPy: Used for image preprocessing (CLAHE) and mathematical
cosine distance calculations.

4. MTCNN & Keras-FaceNet: Used for facial detection, alignment, and 512-D
embedding extraction.

5. TensorFlow Lite: Used to deploy the neural network efficiently on the edge-
hardware.



Embedded Systems & Hardware:

6. C / C++: The primary languages used to program the ARM Cortex-M7
microcontroller, the Finite State Machine (FSM), and sensor fusion logic.

7. NVIDIA JetPack SDK: Used to configure the NVIDIA Jetson Nano for offline
edge-inferencing.

8. Application & Routing Backend:

9. Node.js & Express.js: Used to construct the central dispatch API and the
Attendance-Driven Dynamic Routing (ADDR) engine.

10. MongoDB: A NoSQL database utilized for storing encrypted biometric templates,
student profiles, and historical route logs securely.

11. Android Studio: Used to develop the native parent-facing mobile application for
absence reporting and GPS tracking.

Research Areas: Cyber-Physical Systems (CPS), Edge-Artificial Intelligence (Edge-Al)
Biometrics, Multi-Modal Sensor Fusion, and Dynamic Graph Routing Optimization.

2.10 Research Findings and Discussions

The main objective of this specific research component was to analyze several deep
Convolutional Neural Network (CNN) models with the acquired biometric training and
testing data from scratch, get the final testing accuracy and inference latency from each in
order to compare and achieve the model with the highest operational efficiency, and then
to use it as the finalized model for the offline student identification purpose in the
Sisuraksha API, based on camera images as the input from the bus boarding module.

Because the system must run locally on an edge device (NVIDIA Jetson Nano) without
internet access, evaluating both accuracy and inference speed (latency) was critical.



CNN Architecture Finalized Testing | Average Inference
Accuracy Latency (ms)

VGG-Face (Baseline) 88.45% 850 ms

ResNet50 92.10% 540 ms

MobileNetV2 94.33% 210 ms
InceptionResNetV1 (Standard | 98.85% 480 ms

FaceNet)

MobileFaceNet 99.12% 120 ms

Table 5 - Comparison of accuracy and latencies for the selected CNN models in edge-biometric
classification

Hence, according to the comparison, the fine-tuned MobileFaceNet model with a testing
accuracy of 99.12% and an ultra-low inference latency of 120 ms was chosen as the best
model. While standard FaceNet achieved a highly similar accuracy, its heavy
computational load caused unacceptable delays for a fast-moving queue of boarding
students. The results were highly promising, reaching over 99% accuracy using the
parameter-efficient MobileFaceNet model. So, this was the finalized model to be deployed
in the local Sisuraksha microservice to classify the boarding students seamlessly.

The following table illustrates the experimental classification accuracy obtained for each
student class-wise (from the 300 test-set images) when the selected MobileFaceNet model
was applied for 1:N classification using the 70% cosine similarity threshold.

Subject Class | Tested Amount | Misclassified / Unrecognized | Accuracy
Student 001 | 60 0 100%
Student 002 | 60 3 95.0%
Student 003 | 60 1 98.3%
Student 004 | 60 0 100%
Student 005 | 60 4 93.3%
Average 300 8 97.32%

Table 6 - Experimental classification accuracy subject class-wise

So, it is obvious from the experimental results that the reliability of this biometric research
function can guarantee an average accuracy of over 97%, with a highly controlled False



Acceptance Rate. The few misclassifications primarily occurred during simulated
scenarios of extreme motion blur or heavy backlighting from the morning sun, which the
MTCNN struggled to crop perfectly.

There are research works as well as attendance applications already available right now
which classify student faces and give high prediction accuracy. However, these
conventional applications are based on heavy cloud-computing architectures.
Transmitting the biological data of minors to external cloud servers directly violates Sri
Lanka's Personal Data Protection Act (PDPA) No. 9 of 2022, and these systems fail in
rural areas with poor 4G network coverage.

So, the SSBMS cyber-physical architecture would be a huge resource for almost every
fleet operator and school administration keen to experience modern safety standards. Not
only does it perform facial verification, but the outputs of this offline biometric system
successfully fed into the Attendance-Driven Dynamic Routing (ADDR) engine to
optimize daily travel. This would be a great benefit for all users since, in school
transportation, absolute privacy and logistical efficiency must go together. In addition, the
development strategy and edge-computing methodology used in this approach will be able
to be extended to identify and secure passengers in any mass transit system nationwide



3. CONCLUSION

The primary purpose of this research was to design, prototype, and evaluate a unified
cyber-physical architecture—the Smart School Bus Management System (SSBMS)—
specifically tailored to modernize Sri Lanka’s school transportation ecosystem. This
solution provides critical intervention for fleet operators, parents, and regulatory bodies
who face severe logistical inefficiencies and high-stakes vehicular safety challenges. The
system successfully transitions traditional, compliance-based school buses into
proactive, autonomous edge-computing environments, optimizing daily fuel
consumption while ensuring the absolute physical and biometric safety of boarding
students.

This proposed system has been rigorously tested across various simulated emergencies
and operational environments, and it can provide highly reliable, ultra-low latency
responses. According to the main research components focused on, it has been
experimentally proven that the Edge-Al biometric subsystem (Sisuraksha API) achieved
a highly promising testing accuracy of 99.12% with an inference latency of just 120 ms
using the fine-tuned MobileFaceNet model. By executing all biometric inferences
locally on the edge device and transmitting only pseudonymized attendance payloads,
the system ensures strict PDPA compliance without relying on continuous cloud
processing. Furthermore, the Attendance-Driven Dynamic Routing (ADDR) engine
successfully reduced aggregate daily route lengths by up to 11.4%, and the CA-AEES
Dual-Verification Interlock functioned flawlessly to guarantee automated emergency
doors never deployed into active, moving traffic.

This application ecosystem is currently built with user interfaces primarily in English.
Further, this can be applied in native languages such as Sinhala and Tamil to ensure
broader accessibility for all local parents and drivers. Since the current hardware
architecture was prototyped on specific solenoid actuators and sensor arrays, it can later
be improvised and retrofitted to accommodate older, mechanically diverse bus chassis
(such as older Tata or Ashok Leyland models). Additionally, the development strategy
and edge-computing methodology used in this approach can be extended to secure
passenger verification and optimize dynamic routing for the broader public mass-transit
sector nationwide.
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